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Digitization and AI:

Productivity, Safety, Sustainability



Digitization and AI:

But Also Threats



Heterogeneous Environments

OT Heritage:



Homogeneous Environments

The Move to 



Threaten Human Life

2017: First OT Attack to 



Capable of Stage 2 of 

the ICS Cyber Kill Chain

Potential to impact all 

industries and regions
Tens of thousands of ICS vendors 

use CODESYS, Modbus, OPC UA
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2022: CHERNOVITE

First Scalable, 

Repeatable Malware 
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LACK OF COLLECTION

• Campaigns: APT1

• ICS Malware: None

CAMPAIGNS TARGET ICS

• ICS Malware: Stuxnet, Havex 

• Campaigns: Sandworm, Dragonfly

• Ukraine: Germany: 1st attack cause 

physical destruction on civilian 

infrastructure (steel)

ADVERSARIES DISRUPT ICS

• ICS Malware: BlackEnergy2, 

CRASHOVERRIDE, TRISIS

• Campaigns: Dragonfly

• Ukraine: disruption of electric 

power operations (2015), major 

electric grid disruption (2016)

• Saudi Arabia: first attack targeting 

human life (2017)

THREAT LANDSCAPE SHIFTS

• 21 Unique Threat Groups

• ICS Malware: INDUSTROYER2, 

PIPEDREAM

• Ukraine: electric substation attacks 

(2021/2022)

• Oldsmar, FL: Water Treatment attack

• Hacktivist Attacks: disruption of water 

utilities in U.S., Europe (2023)

• Ransomware attacks: Colonial 

Pipeline, JBS Foods, Norsk Hydro, 

Kojima, Foxconn, Dole, Yanfeng 

Automotive, Boeing
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Threats Becoming

More Frequent & Sophisticated
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YEAR FIRST

DISCOVERED

  

2020 202120192017 2022 20232018

Growth in OT 

Threat Groups
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RANSOMWARE ATTACKS INCREASED BY 50% IN 2023 AND IS CONSIDERED TO BE ONE OF THE TOP 

FINANCIAL & OPERATIONAL CYBER RISKS

Chemical

73

64

54

53

49

48

40

37

23

21

20

Packaging

Pharmaceuticals

Healthcare

Equipment

Food & Beverage

Consumer

Construction

Electronics

Metals

Automotive

Plastics

Aerospace

Textile

19

14

Maritime 6

Semiconductor 5

* each

93

Glass, Paper * 4

Agriculture, Defense * 3

Recycling, Stone * 1

RANSOMWARE SPREADS IN FLAT NETWORKS

28% of customer engagements had findings of segmentation

issues or improperly configured firewalls

20

Electric

115

Industrial Control 

Systems

638

Manufacturing

30

Oil & Gas

65

Transportation

2

Government

10

Renewables

13

Mining

RANSOMWARE BY ICS SECTOR

10

Water

2

Defense

638

Manufacturing

Ransomware

Targeting Manufacturing
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T H E  F I V E  

I C S  C Y B E R  

S E C U R I T Y

C R I T I C A L  

C O N T R O L S

ICS Incident Response Plan

Defensible Architecture

ICS Network Monitoring Visibility

Secure Remote Access

Risk-based Vulnerability Management

Effective

OT Security
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OT Cybersecurity in Action:

VOLTZITE

2
New water & electric utility Customer deployed Dragos Platform at 

Level 3-4 (IT-OT traffic) & Level 2 (OT-OT traffic)

1
Dragos Intelligence VOLTZITE since early 2023 with regular 

behavioral detections codified in the Dragos Platform

3
OTWatch conducted full hunt; Dragos Platform detected (Server 

Message Block) SMB traversal maneuvers in IT-OT network traffic.
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HOST  LOG 

COLLECT ORS

SIS

SENSORS ACTUATORS

LOCAL PLANT

SENSORS ACTUATORS

JUM P SERVER, 

AV , PATCH
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Control

LEVEL 4

Enterprise

Operations 

Systems
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Control

Physical

Process

DM Z

2

2

GIS  Server

3

LEVEL 3

LEVEL 2
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HM I &
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4

OTWatch launches additional hunts across the fleet of subscribed 

customers; Intel analyzes Platform Neighborhood Keeper participants for 

indications of VOLTZITE behaviors, anonymously notifies impacted parties. 

5
Intel works with detection engineering to develop high-fidelity detections 

for Platform deployed via Knowledge Packs. 

DRAGOS

OT Intel

Team Platform

OTWatch

Service

Neighborhood 

Keeper



Thank You!
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